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1. Gigi thieu

WhiteHub la nén tang két néi cdng dong chuyén gia bao mat va doanh nghiép nham phat
hién s6m 16 héng trong cac san pham céng nghé thdng qua mdt chuong trinh Bug
Bounty. Sau han 01 nam ra mat, WhiteHub da dugc st dung bdi hon 1,500 chuyén gia
bao mat va han 50 doanh nghiép I8n tai Viét Nam. V&i muc tiéu md réng WhiteHub dén
cdng dong chuyén gia va doanh nghiép trén toan thé gidi, nang cao tinh ing dung cla
WhiteHub trong hé sinh thai cac san pham bao mat. Chdng t6i, nhitng ngudi sang lap du
an WhiteHub da quyét dinh ing dung cong nghé blockchain vao viéc tra thudng, tra phi
cho cac dich vu va san pham ma WhiteHub cung cdp. Do dé, WhiteHub Token (viét tat la
WHC) va hé sinh thai WHC ra dai.

WHC la tién dién ti dugc xay dung trén nén tang Ethereum Blockchain, v&i tam nhin tré
thanh moét tai san trung gian trong cac chuang trinh Bug Bounty va tra phi cho cac san
pham bao mat. Tan dung diém manh tur cdng nghé Blockchain, WHC sé gilp cho qua
trinh trao d6i trd nén dé dang han, giam thiéu chi phi va tang tinh an danh cho ngudi st
dung. Bong thai WHC cling gilip giam thiéu cac rao can gilp cac chuyén gia va doanh
nghiép trén toan thé gii dé dang tham gia cdng déng WhiteHub.

Ngoai ra, rieng WHC cling dudc coi nhu mot kénh gitp doi ngii sang lap chia sé quyén s&
hitu nén tang WhiteHub cho céng déng, cac nha dau tu cé thé s& hitu WHC dé nhan dugc
nhiing Igi ich sinh ra tu tiém nang cia WHC va nén tang WhiteHub Platform.
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2. WhiteHub & Bug bounty

2.1 Van dé bao mat trong doanh nghiép

L6 héng bao mét la nhitng diém yéu vé bao mat clia san phdm ma tin tic o thé Igi dung
dé tan cong va thuc hién cac hanh vi gay hai cho ngudi dung hodc don vi phat hanh. Hau
hét doanh nghiép hién nay déu phai giai mét bai toan kho: Lam sao dé phat hién va khac
phuc 16 héng bdo mat trén cac sadn pham TRUGC khi tin tic khai thac?

IT team Tin tac
Cong viéc Tim 16 héng Tim 16 héng
Muc dich Khac phuc 16 héng Khai thac 16 héng
S6 lugng 16 héng Tat ca 116 héng nguy hiém
can tim
S6 lugng nhan sy 1-4 Vo s6
bao mat

Dé tang tinh an toan cho san pham, doanh nghiép can phai tim kiém va khac phuc tat ca
cac 16 hdng bao mat dang tén tai trong san pham. Trong khi d6, tin tac chi can timra 116
héng duy nhat 13 d& c6 thé khai thac va bién moi nd luc cia doanh nghiép trd thanh vé

ich. B6 chinh la tién dé cho su ra dgi cia phuagng phap bao mat Crowdsourced Security.
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2.2 Phuang phap Crowdsourced Security

Pay Ia hinh thlc tang cudng tinh bdo mét cho san pham céng nghé, bao gom: web app,
mobile app, APIs, thiét bi loT... dua vao si'c manh clia céng déng chuyén gia (kj su an
ninh mang, hacker mi trang, nha nghién c(u). Pugc trién khai dudi hinh thic kiém thi
xam nhap nham tim ra cac 16 héng bao mat trudc khi bi tin tic khai thac. Bang cach két
néi doanh nghiép véi hang tram chuyén gia bao mat déc lap, Crowdsourced Security gilp
doanh nghiép tim ra va khac phuc 16 héng bdo mat mét cach nhanh nhat, gidp giam thiéu

rdi ro va dam bao an toan cho san pham.

Chuang trinh Bug Bounty

Pé bat dau Ung dung phuong phap Crowdsourced Security, doanh nghiép can trién khai
mét chuong trinh Bug bounty (trd thudng cho ngudi tim ra 16 hdng bao mét). Duéi day la
quy trinh thyc hién mét chuong trinh Bug Bounty tiéu chuan thuong dugc st dung rdng

rai:

% O = e

CONG BO TiM LO HONG XAC MINH KHAC PHUC & TRA THUGNG

Cong bé: Doanh nghiép cong bé chuong trinh Bug bounty, bao gém pham vi va muc
thudng cho tiing loai 16 héng

Tim 16 héng: Cac chuyén gia tim kiém 16 héng va bao cao cho doanh nghiép
Xac minh: Doanh nghiép danh gia tinh hgp 1€, miic dé nghiém trong cua 16 héng

Khac phuc & tra thudng: Doanh nghiép khac phuc 16 héng, tai ki€ém tra va tra thudng
cho chuyén gia
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2.3 Nén tang bao mat WhiteHub

WhiteHub la nén tang céng nghé Ung dung phucong phap Crowdsourced Security dau
tién tai Viét Nam, di vao van hanh tlr nam 2019. WhiteHub gitp két néi nhu cau kiém th
bao mat ctia doanh nghiép va cdng déng chuyén gia tai khap ngi trén thé gidi. Thong qua
WhiteHub, doanh nghiép c6 thé khéi tao va quan ly chuang trinh Bug Bounty, ti€p can véi
cdng dong han 1.500 chuyén gia. Chuang trinh sé bao gom chinh sach, hinh thic va sé
lugng tra thudng cho chuyén gia khi phat hién cac 16 hang bao mat.

1. Tao chuong 2. Théng bao dén céc
trinh bug bounty chuyén gia

4. Tiép nhan béo céo & \ - 3.Tim 16 héng va
xac minh bdo céo
DOANH NGHIEP WHITEHUB CHUYEN GIA

5. Trao thudng

Bugc xay dung va thiét ké bdi nhitng chuyén gia an ninh mang va kj su phan mém hang
dau tai Viét Nam, WhiteHub cung cap day dd cac tinh nang va cong cu giup doanh
nghiép t6 chiic hoan thién mét chuong trinh Bug Bounty.

Gia tri cia WhiteHub

So véi phuong phap ki€m th xam nhap truyén théng, WhiteHub cho thay sy hiéu qua ré
rét vé chat lugng dau ra nhu sau:



Tiéeu chi
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Traditional
pentesting services

WhiteHub

Nguon luc

Chuyén moén

S6 lugng

Ky nang

Lua chon
chuyén gia
phu hgp

Pentesters

Khong day du

Khéng co

Bao gom cac Pentesters,
White-hat hackers & cac
chuyén gia, ky su bao
mat va@i nhiéu kj nang da
dang

Lén t&i hang tram chuyén
gia tuy thudc nhu cau,
budget va pham vi clua
doanh nghiép

Pay du tat ca cac kj nang
vé Pentest

Cac chuyén gia dugc lya
chon dva trén ky nang va
kinh nghiém tu cac chi s6
tu WhiteHub.

Cach thuc
trien khai

Thai gian

Phuong phap

Tinh bao phu

Tudng tac gilra
déi kiém thir va
déi phat trién

Thuong trong gid hanh
chinh

Dua trén cac tiéu
chuan va checklist c6
dinh

Khéng cé

2-3 tuan 1 lan tuy vao
tung nha cung cap

Ngay lap tuc & lién tuc
24/7

Céc tiéu chuan, checklist
dugc cac chuyén gia tu
WhiteHub két hgp véi su
sang tao, nang luc va
kinh nghiém ca nhan

Cac goc nhin khac nhau
cUa hang tram chuyén
gia gilp bao pha day du
tat cd cac vi tri co thé bi
tan céng clia san pham
Theo yéu cau hoac lién
tuc v@i nén tang giao tiép
tai WhiteHub
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Traditional
Tiéu chi pentesting services WhiteHub
Két qua Bao cao M6t bao cdo duy nhat Nhan bao cao lién tuc va
vao cuodi cac chu ky trich xuat bao cao (téng
(thang, quy, nam) hgp hoac chi tiét) tai moi
thai diém
Chat lugng Low severity Critical severity
Tap trung vao cac muc Tap trung vao nhiing 16
cta checklist (vi du hong nguy hiém nhat,
OWASP) thay vi nhiing anh hudng truc ti€p dén
van dé cu thé; khong tai |+ hé thong cla khach hang
hién dugc cac hinh thuc dya trén viéc thir nghiém
tan cong thuc té€ cta tin + khai thac 16 héng
tac dé tim kiém 16 héng
Panh gia muc Chu quan cua nha cung Tuan thd tiéu chuan VRT
dé nguy hiém cap va CVSS Rating va dya
trén phan hoi thuc té tu
khach hang
Hé trg Tu van khac So bd Pugc tu van phuang
phuc phap khac phuc triét dé
va nhanh nhat tu chuyén
gia va WhiteHub
Re-Testing Phu thudc tiing déi tac Ho trg kiém thur lién tuc

va cé thé phat sinh chi
phi

dén khi van dé dugc khac
phuc triét dé (khong phat
sinh thém chi phi)



Nhirng con s6 vé WhiteHub

50+

chuang trinh da dugc tao

$200K +

da dugc trao thudng cho chuyén gia
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1500+

nha nghién cliu tham gia

2,000+

16 héng dugc phat hién

Khach hang néi bat da va dang si dung WhiteHub

Sendo

Giaohangtietkiem.vn

Chuyén nghiép trén tirng butc chdn

VinID

@& FINHAY

trip

NUKEVIET VN

SHARING SUCCESS, CONNECT PRSSIONS

E.’

Making Things Better

Getfly

waQtsons

TTTTTTTTTT
AMERICAN
<4 EDUCATION

VIETNAM

trusth‘

@LUXSTAY

=VietnameEredit

Trustworthy Insights

“IVYPREP

Success starts here

@
\\\ THE MOVE

2% HOSTVN

KET NOI CONG NGHE TUONG LAI

bang ky va trai nghiém tai: https://whitehub.net
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3. He sinh thai WHC

WHC dugc sinh ra dé lam phuong thiic trao déi trong cac san pham va dich vu bao mat.

Trudc tién, WHC sé dudc suir dung trong hé sinh thai WhiteHub Platform nhu mot tuy chon
trd thudng clda doanh nghiép danh cho cac chuyén gia. Cu thé, trong mét chuong trinh
Bug Bounty, thay vi dat giai thudng bang VND hay USD, cac doanh nghiép sé mua va su
dung WHC nhu mét phudng thic tra thudng cho chuyén gia khi phat hién thanh cong
cac 16 héng bao mat. Diéu nay sé& gilp qua trinh trao doi dién ra thuén tién va minh bach

hon. Xda bd dugc cac rao can dé cac chuyén gia dé dang tham gia cac chuong trinh Bug

Bounty.

Trong giai doan ti€p theo, WHC sé dugc md rong nhu mét phuong thic tra phi cho cac
san pham va dich vu bao mat khac thay vi phai sit dung tién mat. WHC co thé st dung dé

tao ra nhirng giao dich hoan toan an danh.

3.1 Ung dung WHC trong WhiteHub platform

f‘i (i l WHC
WHC .
SAN GIAO DICH
—
WHC
CHUYEN GIA WHITEHUB PLATFORM

WHC

-
Al

NHA PAU TU

WHC

DOANH NGHIEP
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V@i doanh nghiép

Dé trién khai cac chuong trinh Bug Bounty, doanh nghiép sé can s& hitu sé lugng WHC
tuong Ung trén nén tang WhiteHub. Doanh nghiép sé cdn mua qua cac san giao dich ¢6
niém yét WHC, ty gia dugc quyét dinh bdi thi truGng va nhu cau s& hitu WHC cho muc
dich dau tu va trién khai chuang trinh Bug Bounty.

Ngoai ra, khi s& hitu WHC, cac doanh nghiép con cé thé sit dung nhu mét phuong thic

trd phi cho cac dich vu bao mat, san pham bao mét cla cac déi tac bén thi 3.

V@i chuyén gia

Khi tham gia WhiteHub va phat hién dugc cac 16 héng bdo mat trong cac san pham cua
doanh nghiép, cac chuyén gia sé nhan dugc nhiing phan thudng la WHC. Khi dé, cac
chuyén gia c6 thé gitt WHC nhu mét kénh dau tu, stake vao cac pool cia WHC dé nhan
dugc Igi nhuan giao dich hodc ban truc ti€p trén cac san giao dich dé thu vé cac loai
stablecoin nhu VNDC hay USDT.

Nha dau tu

La nhirng ngudi tin tudng vao su phat trién cia WHC va nén tang WhiteHub. Khi s& hitu
WHC nha dau tu c6 thé nhan dugc Igi nhuén khi nhu cau s& hitru WHC tang lén va gia tri
WHC tang dan. Ngoai ra, WhiteHub ciing sé chia sé doanh thu ciia WhiteHub cho cac nha
dau tu khi s& hitu du mot lugng WHC, diéu nay sé dugc déi ngl phat trién quyét dinh dya
trén thyc té tinh hinh kinh doanh ctia WhiteHub va dugc tra bang cac loai stablecoin.

Nén tang WhiteHub

WhiteHub la nén tang, san pham dau tién (ng dung WHC trong viéc tra phi dich vu gilta
chuyén gia bao mat va doanh nghiép. Viéc sir dung WHC sé gilp cho viéc tra thudng trén
nén tang WhiteHub trd nén thuan tién hon, giam thiéu chi phi va c6 thé duy tri dugc tinh
an danh cla cac chuyén gia bao méat vén di khong mong mudn théng tin minh bi cong
khai. Diéu nay cling sé gilp cho WhiteHub sé dugc don nhan béi nhiéu chuyén gia bao
mat hon nira.
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Ngoai ra, dé tang do khan hiém va tranh lam phat WHC, WhiteHub sé& thuc hién dét bo
(burn token) 20% phi ma WhiteHub thu cho mai giao dich phat sinh trén nén tang.

San pham bén thi 3 (Third-party application)

Ngoai WhiteHub, cac ing dung hodc dich vu bado mat khac cling c6 thé st dung WHC
nhu mét phudng thic tra phi dich vu hoac tuang tac véi cac chuyén gia bao mat, nha
nghién clu trén toan thé gidi.

San giao dich

Cac san giao dich niém yét WHC dong vai tro duy tri gia tri, tuong tac gilta ngudi mua/
ngudi ban va cung cap thanh khoan cho WHC. Trong thai gian dau, déi ngl phat trién
WhiteHub va cac nha dau tu ban dau sé la ngudi duy tri tinh thanh khoan cua WHC. Vé
lau dai khi WHC dugc dua vao su dung réng rai trén thi trudng, cac chuyén gia, doanh
nghiép, nha dau tu sé cing nhau duy tri tinh thanh khoan va sy én dinh cia WHC.

3.2 Thong so6 ky thuat

Tén du an WhiteHub

M3 ky hiéu WHC

Loai Utility Token

Biéu tugng s

Tiéu chuan ERC20 (Ethereum)

BEP20 (Binance Smart Chain)

Smart contract ERC20: 0xDDE5B33a56f3F1C22e5a6bd8429E6ad508BFF24E
BEP20: 0x9246089db5f6b42502fcdc7da590c160bc869fab

Ty gia 705 VNDC ($0.03 USDT)

Nguoén cung t6i da 100.000.000 WHC
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4. LO trinh

O

® Q12021: Khgi dong du an WHC & phat hanh WHC trén Ethereum (ERC20)

01/2021

- M3 ban WHC véi sé lugng gidi han (Private Sale)

- Niém yét WHC trén VNDC Wallet

- Phan phéi WHC thong qua VNDC DIPO

- Niém yét cap tai san WHC/VNDC trén Nami Exchange
- Md giao dich WHC trén VNDC P2P Trading

02/2021
- Niém yét cap tai san WHC/VNDC trén Uniswap.org
- M& giao dich WHC trén VNDC Exchange

- Gidi thiéu du an WHC thong qua mét s6 nén tang Launchpad quoc té nhu:
Binance launchpad, Gate.io,...

- Phét trién céng dong nha dau tu va ngudi dung WhiteHub

03/2021

Trién khai sit dung WHC dé tra phi cho chuang trinh Bug Bounty trén nén tang
WhiteHub

Q2 2021: Tich hgp WHC trén nén tang CyStack
Q3 2021: Thu hut 5,000 chuyén gia bao mat st dung nén tang WhiteHub
Q4 2021: Thu hat han 10,000 nha dau tu sé hiru WHC Token tai cac dia

chi vi va san giao dich tién dién tu

2022
- Tang trudng chuyén gia, doanh nghiép sir dung WhiteHub, nha dau tu s& hu
WHC va md réng hé sinh thai bao mat cé iing dung WHC.

- Nang cap nén tang WhiteHub tr& thanh hé théng tu van hanh phi tap trung
(Decentralized Autonomous Organization - DAO)
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5. Phan bé

WHC dugc xdy dung trén nén tang Ethereum (ERC20), v&i téng ngudn cung la
100,000,000 WHC. Sé lugng nay sé dugc phan bé nhu sau:

70% cho Sale Service:

S6 lugng nay sé dugc phan phdi cho cac nha dau tu, cac doanh nghiép c6 nhu cau trién
khai cac chuong trinh Bug Bounty trén WhiteHub Platform thong qua cac san giao dich
tién dién tr. Dugc khda trong Smart Contract va mé khda 5% mai thang.

20% cho Founding Team

20 triéu WHC sé dudc st dung lam chi phi van hanh nén tang WhiteHub, déi ngl phat
trién san pham. S6 lugng nay sé dugc khda trong Smart Contract va dugc mé khda 2%

moi quy.

10% danh cho Growth

S6 lugng nay dugc sir dung dé trién khai cac chuang trinh Marketing, Sales va phat trién
cong déng WhiteHub. Sé dudgc khéa trén Smart Contract va dugc md khda 2% maéi quy.

Xem phén bé WHC trén Smart contract:
https://etherscan.io/token/OxDDE5B33a56f3F1C22e5a6bd8429E6ad508BFF24E#balances
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5. The Founding Team

Chien Tran
Co-Founder & CEO

Graduating from Hanoi University of
Science and Technology in 2013, Chien is
a programmer, researcher in cybersecurity
and blockchain technology. He is directly
involved in the development of many

fintech, blockchain, and security products.

Chien is now the Co-founder and
Chairman of CyStack, one of 21
companies in the alliance established by
the Prime Minister of Vietnam to develop
cybersecurity products. Also, he is
currently the Co-founder of VNDC
Ventures, a fund investing in many
potential projects such as VNDC Wallet,
Nami Exchange, HVA Group, Livetrade,
VNC Capital, SnackHouse, HanaGold,...

Trung Nguyen
Co-Founder & CTO

Trung is an experienced computer
engineer and well-known cybersecurity
expert in Vietham. He has discovered
many critical vulnerabilities in widely used
softwares and has been acknowledged in
the Hall of Fame by major firms such as
Microsoft, IBM, HP, D-LINK, Deloitte,.... He
also works as an active contributor to

popular open-source security projects.

Trung is now the Co-founder/Chief
Executive Officer and Chief Software
Architect of CyStack, one of the leading
companies in cybersecurity in Vietnam. At
CyStack, he and colleagues apply their
expertise in cybersecurity to building up
solutions protecting end-users and
businesses against cyber-threats from the

Internet.


https://www.linkedin.com/in/trungnh/
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Yen Ha Son Nguyen

Product Manager Blockchain Engineer

Product designer with more than 4 years Son Nguyen is a senior full-stack engineer.
of experience in creating UX/Ul design for He has many years of experience in
Website & Mobile Application products. developing and building scalable systems

and blockchain networks

Khai Tran
Software Engineer

Khai Tran is a senior web developer in
building web applications. He is recently
working with various blockchain platforms

such as Bitcoin and Ethereum





